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©5206 - Information security (Qulz No.3) Quiz start Time: 02:23 PM, 18 August 2022

cuestion # 10110 { stort time: 02:23(18 P, 18 August 2022 ) Total Marks:

Which of the following con be used to look for unusual attaock mechonisms on organizotion’s network boundaries?

Select the correct option

Network-based intrusion preventian (ips) systeam

Hogt-baged intrugion detection (ids} senszors

Host-based intrusion prevention [lpoyaystam

Natwork-basecl intrision detection Lidy) sengor
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C510% - Infarmation Security (QulzNa.2) Quiz Start Time

Juestion # 1ol 10 { Start time: 06:48:-0% PM, 19 August 2022 )

It e iti-Peecian et bamitloatm @ nol Guppartid Ien went aocsnts sholll S reuited 1o?

Selec! the correct option

Uss thaboilil pasewrds
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U s priasword on gl ths systerms

Lt prasgwords e thaan 15 charocten
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Question # 2 of 10 { Start time: D6:48:13 PM, 18 August 2022 )

Which of the fallowisg i oriticnl control s disausssd i the moguls™

Solect the correct option

Berinotiary chesta)jas
|

| Dioto peomod Tion

P

| Meiwans cafenss

| Sooura conticurction kar retwork devices
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Question @ 3al 10 ( Starl time: DE:ARER PM, 19 Augunl 2022 )

wWhioh cloud storage anould be oliowed to Ues in organzation an o i e

Select the correct oplion

| Peiblie Eloud storacmn

| AUTROSEDeA Cloud storoge

| Hykin clown starmgs

Frivats etoun stomoge
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Quostion & 2 o 10 { Stort Hrre: 064940 PA 10 Auguet 2022 )

£ pev Che ot iRlsdl secutily rarnewark whdt ls recornmestided lor retwark boundibiies of @n argalzotian?

Select 'Ihe:nrm:lopllm
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Question & 4 of 10 [ Start time: 065105 PN, 10 August 2022 )

Which of trs2 lotkywing com be ys=0 bo oiack rmoficod roffic on organimtion’s networl Dourdanes?

Select the correct oplion
Hetwark-tamed ntruzitn prewartion (msl syaten

Hoalt- bosed introion prevesstion (ips] system

Hetwoii—Baue busion detection (ips) sensbe

Hoet-posed intromnn gebection (s} sencors

Tk be fisww At

[
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€5205 - Information Security (Quiz No.3)
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Question # 5 of 10 ( Start time: 06:52:27 PM, 19 August 2022)

In which moda should vulnarabllity scanning be perlormed?

hlectthewmﬂgtim

Authenticoted moda

Deep scan mode

Dedicated moda

Un-authenticoted mpde
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kg per ciswhich authentlcation piotocals should be usad by wireless nelworks?

Select the correct aption

Which recpuire 3rmart corrs tor ouThenticonen

Whikh recplire mutusl mult-Tadtes guthontication

Which require bio-matnics for outhenticotion

Which regjuire digitel certiticates for outhenticotion
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Which gis contrd s desgrbed in this module?

Select the correct option

|
Mezlwere delenses

Data recovery capabiiities

Wirelesn aooess contral

Boundary dslentes

]
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€5205 - Information Security (Quiz Ne.3) Quiz &

2uestion # 7 of 10 ( Start time: 06:66:04 PM, 19 August 2022 )

Frewm winic ) bype of systemn L reguests should Be ogged in orde) 1o identily potentially mmoficioun sotiny?

Select the correct option

O

| Mabite devices

Ohir-she devices

| tach of tha argonlration's Systam

| D=5t e

O
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Whaot should stondara secure canfiguration imoges reprodor1®

Select the correct option

Botaull configaration varsion of QS anly

Hardanes vl slong of OF anly

Heorcharise) versions of urdieriyling OF ond opplication inotolied on system

FOTCENoO Varsions oFf gEphcanon motafad on gysiann onfy
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ChiUs - INTormation Secummy (Quiz No.Jd) [§117-3

Question # 7 of 10 { Start time: 07:14:22 PM, 19 August 2022 )

Adtomalied conlippeation monflioring Toods should carmpdiant Wilh which profoced 1o streamiine-reporing =

Select the correct option
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| C5205 - Intormation Security [Quiz No.3)

Question # 8 of 10 ( Start time: 07:14:58 PM, 19 August 2021 )

wihy security engineenng 4 ploced at lgyer 3 of tranpformation mpdai?

Select the correct option

Hequires very lads tme and affort

| Consmts of complicated sscunty octivities which toke more trrse ond effon

| Its not vairy banslicial to mplarment oo kept ot the later stago

| Becaune s alow hanging friit
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Question # 9 of 10 ( Start time: 07:15:40 PM, 19 August 2022 )

A5 per cis which authantication protocols should be used by wireless networks?

Select the correct option

| . .
Which require blo-methics lor authentication

|
WHich reguire mutucdl multi-factor authentication

|
Which require digital cartiflcates for authahticaotion

Y

Which require armarn cards lar authanticotion
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BCZ10424756: PALWASHA ALTAF Time Laft

©5206 - Information security (Qulz No.3) Quiz start Time: 02:23 PM, 18 August 2022

question # 2 of 10  Start time: 02:26:34 PM, 19 August 2022 ) Total Marks:

Whaot should on organization do to control aceess to sensiive information on nesd-to-know booio

Leoote all sensitive informaticn an seporata vians

Store sensitive mformation on multiple servers

Stare all senaitive infarmation on single zerver

Locate all sensitive infarmation on single vions
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BCZ10424756: PALWASHA ALTAF Timo Laft
©5206 - Information security (Qulz No.3) Quiz start Time: 02:23 PM, 18 August 2022
Question # 3 o 10 { Start time: D2:27:16 PM, 18 Auguat 2022 ) Total Marks:

It muiti-foctor authentloation i not supported then user accounts shall be required to?

Select the correct option

Uge short posswards which are sasy to remembear

ltee defoult passwords

Uez-same possword on all the-aystems

Jae possivords longer thon 14 charocters
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BCZ10424756: PALWASHA ALTAF

Time Laft

©5206 - Information security (Qulz No.3) Quiz start Time: 02:23 PM, 18 August 2022

question # 4 of 10 { start time: 02:26:24 PM, 19 August 2022 ) Total Marks:

As per.cis fromeworke what is the best proctice to stors togs generated from systam?

Select the correct option

Siore loge on o mochine other than wihiah gensrotes

siore |'T'I'.§.' on the same machine which generafes

Agregoate l0gs-to o centrol manogament system

Store logs on different disparsed lncationg



skp
Rectangle


2:30 d Aol 64% =

X ﬁQuiz < N

vulms.vu.edu.pk

BCZ10424756: PALWASHA ALTAF

Time Laft
©5206 - Information security (Qulz No.3) Quiz start Time: 02:23 PM, 18 August 2022
question # & of 10 ( Start time: 02:30:00 PM. 19 August 2022 ) Total Marks:

Befare deployng any new devices in a netwaorked environment what should be done with passworda?

Select the correct option

Create vary smaol| posswords

Keep the defaull passwords

Change the deTfoult posswords

Remoave the possword



skp
Rectangle


231 & el 63% =

X ﬁQuiz < N

vulms.vu.edu.pk

BCZ10424756: PALWASHA ALTAF

Timae Laft
©5206 - Information security (Qulz No.3) Quiz start Time: 02:23 PM, 18 August 2022

cuestion # 6 of 10 ( Start tirme: D2:31:08 PM, 18 August 2022 ) Total Marks:

Wirsieas acceass contral comes under which category of cisfop 20 contrals:

Select the correct option

Foundational

fSdvanced

Organizational

Bezle
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BCZ10424756: PALWASHA ALTAF

Time Laft

©5206 - Information security (Qulz No.3) Quiz start Time: 02:23 PM, 18 August 2022

cuestion #7 of 10 { Stort time: 02:32:36 PM, 18 August 2021 ) Total Marks:

why security engineering is placed at layer 3 of tronatarmotion model?

Selecttbecoractantion

Conslsts of complicoted seaurity octivitias which taks more time and affor

Requires veny less time and effort

Bacause s a low hanging Truit

[t= not very beneficial to Implemant so kept ot thelater stoges
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©5206 - Information security (Qulz No.3) Quiz start Time: 02:23 PM, 18 August 2022

question # 8 of 10 ( Start time: D2:33:41 PM, 19 August 2022 Total Marks:

Which policy s recommended by data protechon eantral of cis for mobile devices usage n an organization®

Select the correct option

Moblle davices ote allowed far higher managameant anly

Empinyees shouid bse anly personal mobile devices

Moblle devices should not be aliowsd

Hord drive of moblle devices should be ancrypted
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Question # 8 of 10 { start time: 02:36:07 PM, 19 August 2022 ) Total Marks; |

Eazh gerson with administrater socount should ba authorized by?

gelect the correct option

)

@

Senior exacutive

Help-desk 1&dm

Metwork administrator

3

.

Systam adminizbator

Clkak o Uirve Shdvves & WAt 1o Mot OLisstion
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Question # 10 of 10 ( Start time: 02:36:31 P4, 18 August 2022 ) Total Marks: |

Frequency of funning automated vulneraniiity searmer against ol systems on a netwotk in an anterprise should be?

select the correct option
Wissly

Fartrightly

Momithly

Quarterty

Med te fers Eraveer & B 10 et Dussiea
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€5205 - Information Security (Quiz Ne.3)

rime m-

Quiz Start Time: 02:37 PM, 19 August 2022

Question # 10f 10 ( Start time: 02:37:28 PM, 19 August 2022 )

Total Marks: |

As per malware defense contral why DNS query logging should be enablad?

Seiect the correct option

@

continuously monitor and defend organization's servers and workstations

O

O

analyze and block inbound emall attachments with maliclous behavlor

Ta lower the chance of spoofed or modified emalls from valid email addresses

To detact host-name lockup for known malicious domains

Click to Save Ahtwer & Move 1o Next Cluestion
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C$205 - information Security (Quiz No.32) Quiz Start Time: 02:37 PM, 18 August 2022
Question # 2 of 10 ( Start time: 02:38:50 PM, 19 August 2022 ) Total Marks: |

Frequency of running automated vulnerabllity scanner against all systems on a network In an enterprise should be?

Select the correct option

Quarterly

Y
S/

Monthiy

Weakly

Foftnightly

OO | O

Click to Save Answear & Move o Next Question
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€5205 - Information Security (Quiz No.3) Quiz Start Time: 02:37 PM, 18 August 2022
Question # 3 of 10 ( Start time: 02:39:32 PM, 19 August 2022 ) Total Marks: |

After getting vulnerability scanning results patches should be applied to?

Select the correct option

Client machines only

Network devices only

Critical servers only

All the systerns throughout the erganization
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€5205 - Information Security (Quiz No.3) Quiz Start Time: 02:37 PM, 18 August 2022

Question # 4 of 10 ( Start time; 02:40:47 PM, 19 August 2022 ) Total Marks: |

Which policy s recommended by data protection control of cls far mobile devices usage In an organization?

Select the correct option

Hard drive of mobile devices should be encrypted

)

{,,-.
R -

Employees should use only persanal mobile devices

r

O |

Mohile devices should not be allowetd

@

Mobile devices are ollowed Tor higher monogement only

®

Click to Sove Angwar & Move to Naxt Quastion
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| £5205 - Information Security (Quiz No.3) Quiz Start Time: 02:37 PM, 19 August 2022

Question # 5 of 10 { Start time: 02:42:01 PM, 18 August 2022 ) Total Marks: |

which of the following system configuration mahagement tool Is used for Linuy systems?

Select the correct option
Puppat

Cls cat pro

Fim

Active directory

Click to Sove Answer & Move 1o Next Gueation
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C€5205 - Information Security (Quiz No.3) Quiz Start Time: 02:37 PM, 19 August 2022 i

Question # 6 of 10 ( Stort time: 02:43:36 PM, 19 August 2022 ) Total Marks: |

Bounddary defense controls cames undet which category of cls ctitical controis?

Seiect the correct option

| Basic controls

Crganizationdl controls

i Foundational controls

Advanced conirols

dl;kmsmmammuﬁa_w



skp
Rectangle


DC180200074; MUHAMMAD QASIM ALI KHAN TAHIR Time Left

€5205 - Infoermation Security (Quiz No.2) Quiz Start Time: 02:37 PM, 19 August 2022
b= — i

Question # 7of 10 ( Start time: 02:44:32 PM, 18 August 2022) Total Marks: 1

When o vulnerability scan Is run and report is generated and shared with respective resources, which vulnerabllities they should fix
on priority besis?

Select the correct option

Meditim Hsk vulnerabilities

High risk vulnerabilities

Critical risk vulnerabillities

Low risk vulnerabllities
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€5205 - Information Security (Quiz No.3) Quiz Start Time: 02:37 PM, 18 August 2022

Question # 8 of 10 ( Start time: 02:45:35 PM, 19 August 2022 ) Total Marks: |

From which type of systems URL requests sheould be logged in order to identify petentially mallcious activity?

Select the correct option
) on-site devices
()

Mobile devices

Off-site deviceas

Edch of the organization’s systern

Click to Sove Answer & Move o Next Quastion
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C5205 - Information Security (Quiz No.3) Quiz Start Time: 02:37 PM, 19 August 2022
Question # 9 of 10 ( Start time: 02:46:42 PM, 19 August 2022 ) Total Marks: |

Which cis control Is described In this moddlle?

Select the correct option

Wireless acecess control

Boundary defenses

Malware defenses

Data recovery capabllities
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C€S5205 - Information Security (Quiz No.3) Quiz Start Time: 02:37 PM, 18 August 2022 |
Question # 10 of 10 ( Start time: 02:48:35 PM, 19 August 2022 ) Total Marks: |

Automated configuration monitoring tools should campllant with which protocol to streamiline repaorting?

Select the correct option

Disa
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Cu206 - information Security (Quiz ne 1)

Question # 5 gf 10 { 3tan time

Select the correcy option
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Question # 10110 [ start time: 03:03:21 B4, 19 August 2022 ) ]

Wiy shauld we uss scop valldated vuinsrobllity soanne?

select the correct aption

Becousa It locks lor bolh code-based ond conflguration-based vulrarabilliizs

Bacauss of Ih-tepth scannlng leature

Betauss it ladks for code-bosed yulraraiitize

Becnuse of xsilant reportng leoturs

CHiER b Sonde Aniwwsr B Move Lo Nasl Quis
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Wihich of the TnIIermg ool Ean pe used p enforge opoess coniraly to doto?

Selact the correct option

Network-bosed intrission detsction nystem

Hogt-bosed datd loss prevantion (dip)

Fila imteg ity roinitoting sl

Secutlty Intarmation and sveint marcgement system

Click fo Sawe Answer & hlave (o b
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} CS205 - Information Security (Quiz No.3) Quiz Start Tima: 03:03 PM. 19 August
Question & 30110 { start time: 03:05:06 FM, 18 August 2022 ) Total Mai

Wy els recpminisids to configues rrisritarng syt in on orguaniotier’s sehwark?

Sefect the correct option

Ta biank e less Ity h atgomizmtiars retwot Bmun s

Tatssoid M rislwork poskets passing through the bomdary

Ta biewed maliclous tratils of arganbation’s network boundores

To detect compromiss af dydlsme ol organizations network boundarles

Clighto Save Answer & Mo b Mt Qumatic



skp
Rectangle


3:06 PM Fallal X3

X @ Uz O <
vulms.vu.edu.pk 2
| ©5205 = Infarmiaition Seeurity [GuiZ Ne.3) oyl St Timie D303 PML 19 AUGU
Question # 4 of 10 ( Start time: 03:08:04 P, 12 August 2022) Total|

It @ systerm m an arganizotion gets compromised, how can we pravent an attocken to compromise the nelghbanmg aystems?

Select the correct aption

Thtough rstwork-taaed atresion deizolien aysten 1f|p1‘|l

Thridigh systerm firewall

Thrsugh network-basad rimsion preventan systemiips)

Threugh ontivimus

ek bo Gawve Answor & Move to Niod G
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question # 5 of 10 { Start time: 03:06:26 FM, 19 August 2022 )

Ceantraily munogsd onti-mabcrs sofiware should be ysed i an grgonieotion to

select the correct option

Cantinucusly maonltor and detend argonzation s servers

Comtinousiy menltor and detend erganization's workstations

Continuousty man|tor o detsnd organimtion’s seners oril workstotions

Continuously menilor and defend organization's sdys roulsrs

ek to Save Anawsr & Move b
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£5205 - infermation Security {Quiz No.3) Quilz Start Time: 03:03 Pa, 18 August 2022

u=stion # & of 10 { Starttime: 03:07:50 PM, 19 August 2022 ) Total Marks:

Az pEr mamwors defeliza cottral why [ING query legaitig dhould be epakie?

ielect the correst option

| Cantmuaaay menitor ond fefend argonization’s seners ang workstations

Tir detect host-parre (iFokup (o mown mallcipus domraing

—

I arlyees-and Block nbound emoll attochmants with molicious bahouio

To lawes tha chancs ef spoofed b madilied emails lrom valld smoll oddresses

Chet to Sovy Arareet & Iiove 1 Mot Quesetian
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qQuestion # 7 6f 10 ( Stert virme: 03:08:17 PM, 12 August 2022 ) Tata

In o anterprise which sottwores snould oe allowed (e install ond execute?

Select the correct option

| Gniy poid aofiware

Sothwares ingludad in whitadist

Softwares dispicyea 0n Nobce Do

| Ariy reesly avalible soltweire

Click |o Scra Anwer & Mol 1o Mext G
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©E5206 = Information Security (Quiz Na.3) oz Start Time: 03:03 r-u, 18 August 2022
Question # B of 10  start time: 03:08:00 FM, 19 August 2022 ) Total Marks: |

when o vulnsmmobiilty scan iEaun and ispolt iEgenarmied dand:shared with tespeciive reecarces which vulhsrabitlissthey should fix oh prionity
ey

2eloctthecorrectoption

Crial riek vigrnescililes

Lew rigk yuires o ftiss

i i rimle vbinesobi e

Henh sk wlneralkilites:

Cllich 'ty Bevom Arsinet & M 0 aat Cusatinn
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| £5205 - information security (Quiz No.3) Quizstort Time: 03:03 pm, 18 August 3
Question & 100110 { start time: 03:11:08 PM, 18 August 2022 ) Total Mai

Autermiatses tools sholid b Lsed o varity and Lotper the metwirk devices eonligueation with

Seizet the correct option

\Latest security configuration releassc by Veragr

Some 3rd party recammanoen cenfigurntion

Approved securty configumtian

Elfelult sty corfigLration releass by vendor

Cliok = Sorve Ativwnt & Move o e, Crisnti
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€5205 - Information Security (Quiz No.3)

Question # 9 of 10 ( Start time: 03:09:35 PM, 19 August 2022 )

What should an erganization do to contrel access to sensitive information on nesd-to—know brsis?

Select the correct option

Locate all sensitive infarmation on separate vions

Store sensitive Information on multiple servets

Locate all sensitive information on single vians

store all sensitive information on single server
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Question & Tof 10 | Stort tose: O3 1008 Pl 19 Aot o)

Salgct he comedt aption

Quiz Starr Tinve: 078 PM, 1§ Auguat 2022

Total Markes: |
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chpestion £ 2of 10 [ svert time D082 o, 19 August 2022 )

falect the corraot aption

T

Quiz Start Time: 0118 PM. 19 August 202]

Tato| Marke |
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Questian# 3ol 10 [ Start thme 032830 P 0 August 3032 ) Total Mark: |
S R o [ el V0 sV R VI G | R (A .

Salect the correct option
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Total Morks: |

Guestion 8 4ol 10 [ srart tme: 01-33-00 Pad. 19 Auguest 2027 )

select the cotract optian
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Quention & § of 10 [ stan time: 0212200 Per. 1% Auglst 2021 )

g itart Timae: QX018 PAM 1S August 2022

Tatal Marks: |

select the correct aption
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question & 6 of 10 | stont tme: 032400 PabL 19 August 2022 )

Select the correct optlon

| Time Latt

Quiz s1art Time: 02:10 FM. 12 August 2022

Total Maorks:
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C$205 - infermation security {Quln Ne,1) Quiz start Time: 02:18 P, 19 August 2022

Total Maorks:

question # 7ol 10 | start time: 03:22:5) Pu 1§ August 2022 )

Select the correct optlon
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110424290 SIDRA SA AL |
Time Lef

C$205 - infermation security {Quln Ne,1) Quiz start Time: 02:18 P, 19 August 2022

Total Maorks:

Question & 8ol 10 | ntart tme; D3:28:50 P, 19 August 2022 )

What sholld berr dow v rrustlehr i ot | T o el

Select the correct optlon
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€£106 - infermation security (Quls Ne.1) Quis Start Time: 02:18 M, 19 August 2022

Question & § of 10 | Brart tme: DI-27:04 PML 19 August 2022 ) Total Morks:

Select the correct optlon
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Quiz s1art Time: 02:10 FM. 19 August 2022

C$205 - infermation security {Quln Ne,1)

Total Maorks:

qQuestion & 10 of 10 [ start thewe: 032730 Pua, 1 Augpust 2022 )

Select the correct optlon
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5205 - Information Security (Quiz No.3) Quiz Star

Question #10f 10 { Start time: 04:10:18 PM, 19 August 2022 )

I -'\',"EIEI'I'I (= :rrgnnl:rrhnﬂ EEtE compramised, how aon we gresant an altocker o CRMATTISa LHe nc_tlghnnrlng £:,.-r;h=rm:|='

Salecl the correct option
Threugh network- bozed intrusian detection syrsemiips;
(]
Through systam firsam!]
.'h
@,

| hretgh netveor k- ltisad Intruslen pravantion systarmlipe)

Threu i st s
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€5205 - Information Security (Quiz No.3)

Question # 2 of 10 ( Start time: 04:11:28 PM, 19 August 2022 )

Az par g5 oritinol eecurity frameawaork what 15 recammended for netwark Doundaries of an DIGanizanans

Select the correct option
Cery communication over upoutharzed TCP pors
O
Damyaommunication with all opean pons
,—-:}I

Cey-communication over upduthorzed UDF ports

Dany communieotion over unautharized TCP or UDP ports

Clig
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Question # 3 of 10 ( Start time: 04:12:22 PM, 19 August 2022 )

weble ol the fallowing cis aritleal contral 15 diseussad (i this rocdu|e?

Select the correct option

Oioto prolection

Boundary defanse

Maolwaore dafenss

Saalire conflouretion far netivork devices
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CS205 - Information Security (Quiz No.3)

Question # 4 of 10 { Start time: 04:13:10 PM, 19 August 2022 )

If multi-focto authenticotion s fot supparted then user gooounte shall be required 1o®

Select the correct option

Uge ahort posswords which aore gasy to rememisr

Use posswards langer thon 12 ohormooters

Uze same password on all the syatems

Usg eletault passivords

o
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€5205 - Information Security (Quiz No.3) quiz s1art

Question # 5 of 10 ( Start time: 04:13:42 PM, 19 August 2022 }

Avtarated contlauation menitoing weds shoule parvgalant stk whilal pretec ol wo st e reeorting

select the correct option

Scop
()
by
(=]
&
Dy
()
1__\_,,’
PRI
%
(3

Click to Sove Ans
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B 7 .al 887 MU:1U pm

Question # 6 of 10 ( Start time: 04:14:26 PM, 19 August 2022 )

What should o systam do whanever on administrator account is added or removecd?

Select the correct option

O

Sheuld Black thit ocaount

O

Shiould net allow

Igsue o |ﬂg EH[I"," and alert

O

Require super admin rights
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| CS206 - Information Security (Quiz No.3)

Question # 7 of 10 ( Start time: 04:16:29 PM, 19 August 2022 )

Wit tyjpe ol maching should netwaork administratars use for administrative tasks?

Select the correct option

Uzed for composing documents

[soloted from organization’s primary natwaork

Heye nlermel nccess

Ernall and browsing fogility ovailabla
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‘ C€5205 - Information Security (QuizNo.3) i

Question # 8 of 10 ( Start time: 04:16:22 PM, 18 August 2022)

Whiat should an orgarization go o contiol occsss 12 senstive informolion an need -to-grow [pasis?

Select the correct option

'.':)

ioeats all gensiive infarmntian on separois vians

Stafe sanslthe Information gn rmditple satvaes

Store all sensitive information on singie server

e

Lacdts all sarsitve Intormatlan an singlé vlans

()

. Click to)
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€$205 - Information Security (Quiz No.3)

Question # 9 of 10 ( Start time: 04:17:05 PM, 19 August 2022 )

Which of the follewing system canfigurotien management tool is used for Linux systems?

Select the correct option

Puppet
)

Aotive dirsatary
O
I""\-._J

Firm

Cig cat pro
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Question # 10 of 10 ( Start time: 04:17:58 PM, 18 August 2022 )

Which policy iz racormivericacd by ot protoction control of dis for moblo deycas nooe [n'an omapzation?

Select the correct option
Hard drive of moblle osvices should e encrypted
=

Miblle dadoes ahould fot ba alivived

Empinysas shouid use only personal moojie deyoes

Molbille devices ara allswead tor Higher mapagameant uily
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uestion #10f10 ( 5tart time: 04:20:07 PM, 18 August 2022) Tot

From which type of systems URL requasts should be logged In erder ta ldentity potentially malicious activity?

elect the correct option

Off-site devices

Ori-site devices

Moblle devices

Each of the organization’s systerm

Clickto Save Anawear & Mowe To et G

11 O <


skp
Rectangle


1623 0 @ @ Ll |

X ﬂQuiz < [

vulms.vu.edu pk

o m

'E‘ﬂl!rﬂf-n-iml.lﬂ.lh”nd:-.ﬂ i Wimr Thee: QA P, 10 Biagum 2

i @ 3 o W0 { SEmrvime SUTIIE P W st 3803 ] Wl b

Sy el el eer et ol LR LR ey LY (llueey Diogroarey SRROLE Bay el L}

L R T R e T L e P T S N i TR

Vil e Bl CPas0wr OF predeledd O THICDIMOD erblii B o vl il ==l G0d0reeain

cittpey o bl KliiCm SO mrtadl] ortiech i reed e s iF i bl we Peeseiil

el Al Ly P FREE T el OO PR Tl SR D e

il O <


skp
Rectangle


1624 ® d

uiz .

X @9 < O i
vulms.vu.edu.pk

juestion # 3 of 10 ( Start time: 04:22:59 PM, 19 August 2022) Total M

Cantrally managed anti-matware software should be used In an organization to

elect the correct option

Continuously meonitar and defand organization's servers

Continuously moniter and defend organization's servers and workstations

Continuously rmonitor and defend organization's workstatlons

continuously monltor and defend organizotion's edge routers

Cliek to Save Answer & Movi 1o Nt Quaitio

11 O <
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€$208 - Information Security {Quiz No.3)

< QO

Quiiz Start Time: 04:20 PM, 18 August 2

Question # 4 of 10  Start time: 04:24:12 PM, 18 August 2022 )

Total Mar

Which cis contralis deacribed In this module?

Select the correct option

Boundary defenses

talware defénses

Wireless aocess control

Dala recovery capabilitios

Click 1o So\E Angwes & Move In Negt Questibn
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uestion # 5 of 10 ( Start time: 04:24:46 PM, 18 August 2022) Total Mar

Which policy is recommendad by doto protection control of cls for mebile devices usage In an orgorization?

ielect the corroct aption

Employess should use only persanal mobie devices

Mobile devices should not be allowad

Haord drive of mobile devices should be encrypted

Mablle devices dre allowad for higher management anly

Ciink to Stve Arawar & Move to Noxt Quastion)

11 O <
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€5208 - Information Security (Quiz No.3)

&
59)

< QO

Quiz Start Time: 04:20 PM, 19 August 20

Question # 6 of 10 ( Start time: 04:25:21 PM, 19 August 2022)

Total Mark

Which of the fallowing can be used to block malicious frattic on argonlzotion’s natwork boundaries?

Select the correct option

Host-basad intrusion prevention {ips) system

Netwark-based intrusion detection (ids) sensors

Netwark-based infrusion prevention {Ips) system

Host-based Infrusion detection (ids) sensars

Glick 1o Save Anawar & hoye 1o Naxt Cieaken
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€5205 - information Security (Quiz No.3) Quiz Start Time: 04:20 PM, 18 August 2
Question # 701 10 ( Start time: 04:25:58 PM, 18 August 2022 ) Total Mar

Wiy should we use scop validated vulnerability sconner?

select the correct option

| Becaliss it looks tor both code-based and configurarion-based vulnerablities

Because of [n-depth scanning feature

| Becouse it looks (or code-basar] vulnarabiitios

|
Because of excellent reporting feature

Click o Sove Annwer &Move to Nect Quastion)

11 O <
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Question # 8 of 10 ( Start time: 04:26:45 PM, 19 August 2022 ) Total b

How can an authorized wireless access point connected to o wired network can be detected and alerts can be generoted?

Select the correct option

Through network viineraliiity scanning toals

Through host-based data lass prevention (dip)

Through fle Integrity manitoting solution

Through network-baged intrusion detection system

Cllek to Save Angwek & Moy to Next Quest|

11 O <
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©5205 - Information Security {Quiz No.3)

b

¥
‘f-l))

N

Quiz Start Tirme: 04:20 PM, 18 August 202

Quostion # 9 of 10 ( Start tima: 04:27:17 PM, 19 August 2022 )

I an enterprise which sottwores should be allowsd to install ond execute?

Select the correct option

Softwares displayed on notice board

Total Marks

Any frasly ovailoble software

Qnly poidd softwara

Softwares includad in whitalist

11 O

diick to Save A
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| €5205 - Information Security (Quiz No,3) Quiz Start Time: 04:20 PM, 19 August 2
Question # 10 of 10 ( Start time: 04:27:44 PM, 19 August 2022 ) Total Mat

which of the fallowing systerm configuration managameant toal is usad for Linux systems?

Select the correct option
| Firm
I’ |
: Cis cat pro

Active directony

PuUppet

Click to Save Anrwer & Move to Next Questio

11 O <
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| ©5205 - Information Security {Quiz No.3)

Question # 10 of 10 ( Start time: 04:31:33 PM, 18 August 2022 )

Eooh persen with admineiraior nosount showldl ke quthorzed oy?

Select the correct option

Hel-desk team

System adrilnigtrotor

MEbwark administrator

Sanlor executive
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5206 - Information Security (Quiz No.2)

Question # 10110 ( Start time; 04:44:02 P18 { |
As par cis cntreol contrals lrorm MowW Moany me T \ ; | . i o : atia Hinos
L
m—
Select the correct option 1 ] =
| -
[ | - 1IN
| |
| RN
| L
|
|
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dary defense control of cis what should be done with network traffic at proxy?

iShcoypted natwork trolfic prior to analyzing 1he content

BERlISt Lo Oilw (ocoss 16 500s Wl U]
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5205 - Infermation Security (Quiz Ne.3) Quilz Start Tin

Question & 2 of 10 | Start tinve: 06 37:28 PW, 18 Augunt 2022 )

Thie teliead e el ueed by adritlstrators for goeindstrolives insrs shauld have ol leitunss

Select the correct opthan
leciataid om organizolion’s peirmidny retvark

hovve mitomibl oo

Al routing oparananoe functians con be porformied o it

Ervrf esmes Broewesiingg Tociity avalinkse

T [ Bl A

Q, Search... = m

O O 2
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C5205 - Information Security (Quiz No.3)

224
Kis

Question # 3 of 10 ( Stort time: 06:30:51 PM, 19 August 2022)

why security engineering is placed ot layer 3 of tronstormation mocdel?

Solect the correct option

| Becouse It's @ low Hanging truit
|'H\
L

{ Canaiats of cofriplicated security octivities which 1ake mare time and ot
()]
‘ i' s notvery beneficial to implement so kept ot the loter stoge
L)
-

; Requires very less time and effort

Q, Search... @ =

O O 2

!
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‘ C©5208 - Information Security (Quiz No.3)

Question # 4 of 10 ( Start time: 06:39:28 PM, 19 August 2022 )

Why should we use scap validated vulnerability scanner?

[ Select the correct option
Becouse |t looks lor both code-baosed arid configuration-based vulnerobilities
()
Becolise (tiooks far code-based winargbilities
()

| Because of In-depth scanning feature

Bacause ol excallent reporting leatures

Q, Search.. @ = m

O O )


skp
Rectangle


6:39 PM Wl &

X & vulms.vu.edu.pk <

Question & 5 of 10 { Stari time: GB:40:02 PM, 1 August 7023 )

Belane deplaying oty newy deicss Ind nedwionied sfiviterimesl wihal sholiel s deines wilh pastwondsr

Seolact the correct option
Crgale waary sTndl] pemsawits
ey
L)
Chnge: INe defmll praassotis
-
[}
o
Rearows this [iisawordsy
[}
o
Keowp e detnult pomsw s
oy
IL.__ .nl

Tk o e X

Q Search... @ = @

O O 2
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Question # & of 10 { Start lime: 06:40:56 FM, 10 Augusi 7032 )

From wincn type of systarme UL requasts should be iogped w ordep to igentify posantciy malcious octvity?

Select the corect option
Liatalis dpvicHs

gt devioss

ot Ceyicw

Foch of |h¢(‘|fﬂﬁ'ﬂl§d|}ﬂh & sputemm

CESL Ha Sove Atsie

Q Search... @ = @

O O )


skp
Rectangle


6:42 PM i [ BT s

X & vulms.vu.edu.pk <

Question # 7 of 10 ( Start time: 06:42:10 PM, 19 Augunst 2022 )

aa per molwore detense control why DNE query logama shauld be enabled?

Select the correct option

andtyze dnd bisek inbound emall attachments with malicious behoavior
B
i J

R

To icsver the chonee of spootod or maditied emails from volld emal oddresses

@)

Continuously reeniter and defend prgunltion's sarvers and workstations

To detect hosi=riaime lbokip lor kncwn rmiaflcious domilts

Q, Search... = ™

O O 2
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, €5206 - information Security (Quiz No.3)

Question # B of 10 ( Start time: 06:43:27 PM, 18 August 2022 )

Whot shiould standard secure configuration imoges represent?

Select the correct option

Harderied versions of application installed on aysterm ahly
{ )
.u-'
Hordened varsions of underlying ©F and application instolled an system
)
e

Horderied verscans of OS5 only
{ 3

Datoult configuration version of 05 anly
( R

Q, Search..

@ = (3)
G O
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Question & 9 ol 10 ( Start time: 06:44:32 PM, 18 August 2022 )

Autormated ftools should be used to vatity and compare the network devlces conliguration with

Approved sacufity canliguration

soma 3rd party recomimended configurntion

Defoult secunty configuration relonsed by vendor

Latest secutity configuration releosed by vemdor

Q Search... @ = @

O O )
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C5205 - Information Security (Quiz No.3)

Question # 3 of 10 ( Start time: 06:38:51 PM, 10 Auguat 2022 )

whry sseurity engineering is placed ot loyer 3 of transtormuotion model?

Solect the correct option

Becoune it's a low hanging fruit

Ty
L\

Caraists of corriplicated securlty octivities whicl take mare time and st

®

s natvery beanaficial to implement o kept ot the loter stoge

O

Requires very less ime and effort

Q Search... @ = Q)

O O 2
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Guestion # 10 of 10 ( Start time: 06:45:38 PM, 18 August 2022 )

Whiit shoulel ¢ organiration Go o control docess o senstive information ) fes-to-know Dos:a?

Seloct the correct option

locete all sansltive mfarmation on single vians

store gensitive inddrmation on miultipls servers

locaie alf sancitive mtormation on separate vians

Store all sgstllive infrrmation on single semver

Click to &

Q, Search... = m

O O 2
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Question #1 o 10 { Start timea: 06:48:55 Pr, 18 Auguat 2022 )
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Quiwrstion & 3 ol 10 { Start time: 005048 FM, V8 August 2022 )
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Salact tha corraot aption
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| CS20% - information Sacurity (Quir Mo.3) Quix S1prt Thma; 0648 Py

Quaction & 4 6110 { Start thmae: 04GR0 P 19 Buguet 2092 )
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Question # 5ol 10 { Btart time: 08:82-20 PM, 10 August 2022 )

witly BEmuTity enginssrg e cilocad of loye 3 ot trandsrratien moddl?

Saloct the corract option
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| £5206 - Infarmation Security (Quiz Ne.3) Quizs

Quastion # 8 of 10 ( Start time: D6:55:22 PM, 19 August 2022 )

Autormated cantigueatian manitorng tools sholid cormplion with whigh protocs) 1o strearmiine s purtiig?

Select the carrect option
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AS per malware defense control why DNS query logging should be

jielect the correct option
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Ialanss controls comes under which category of cis critical controls?
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ise which softwares should be ollowed to install ond executs?

Select the correct option

Any freely available softwar

B ———

Only paid soltware

p T‘fﬂ'—‘ here to s&arch
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et conficuration montioning toals should compant with which protocol to streamiine reporting

Saloct the correct option
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BIehe{ Start time: 07:00:29 Pu

AS par malware delense control why DNS gquery I0gging should be enablag?

Wffﬂcirﬂﬂupbun

| = e ULl | e

|

. 00

| o = =



skp
Rectangle


- -

Shmttime: OTO78 PM T8 Auguet 20 *,

TIPS 00 whanever an aoministrator account is added or removed.
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©S5206 - Information Security (Quiz No.3) Quizstart Time: 07.01 PM, 19 August 2022

Question #10f 10 start time: 07:01:53 PM, 19 August 2022 ) Total Marks::

why sgeunty enginesrng ls placed of loyer 2 of transformation mogel?

Select the correct aption
Caonsists of complicated sscurity' aetivities which tuks mers time and sftont

Becauted's'a low honging fruit

Its not very beneficial to implement so kept at the |ater 2oge

_ | Requirssvaty [=ss time anid effort

EhCE 0 Save Armwer & Mowe T2 hlexs Queeton
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Jrecommencs 1o configure MoniItonng System in on orgoMIZation's Network?
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©5206 - Information security { Quiz No.3)

TimaLeft

Quizstart Time: 07.01 PM, 19 August 2022

Question # 2 of 10 start tim e 07:03:02 M, 18 August 2022)

Total Marks:

Boundary defense contiels comes undar which eategary of 'eis eritical contrals?

Select the correct aption

confrols

Orgonizationdl controls

Foundational controls

Advianced contrais

EhCE 0 Save Armwer & Mowe T2 hlexs Queeton
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©5206 - Information security { Quiz No.3)

TimaLeft

Quizstart Time: 07.01 PM, 19 August 2022

Question # 3 of10 ( start time: 07.03:54 PM, 19 August 2022)

Total Marks:

Inwhich modes should yuinercbility scanning bs performed?

Select the correct aption

Un-outhenticatsd mods

Despscan mode

Dedicoted mods

Authenticotad mads

EhCE 0 Save Armwer & Mowe T2 hlexs Queeton
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€5206 = Information Security {ouiztio.3) Quizstart Time: 07.01 PM, 19 August 2022

Question # 4 of 10 { start time: 07:05:54 M. 19 August 2022) Total Marks::

Which of thefoliowing con be ussd to block mollcioustroffic on of ganizotion'2 netw ok boun dariss®

Select the correct aption
Hazt-bosed intrusion detection (Ids) snsors

Hast-linssed Intrusion pravantion (ps) systam

Metwore-based intrusion detection (ids) sensors

| Netwark-tiased thtnision prevention (ips) system

EhCE 0 Save Armwer & Mowe T2 hlexs Queeton
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ol the following can be used to look for unus

ual ottack mechanismes an arganuation’'s network boundarias?

Select the correct option

MEtwork-bosadt Nty
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©5205 - Information Security (Quiz No.3) Quizstart Time: 07.01 PM, 19 August 2022
Question # 7 of 10 ( start tim & 07.08:08 M, 18 August 2022) Total Marks::

Az per limitafion and control of natwork control of ele active ports, protocals and servlces should be assooioted to

Select the correct aption

Al this asssts in oss=t inventory
'

Softwars assetsin assst inventory
()

Active directory domon

Hardware assats In ass=t inventaory

EhCE 0 Save Armwer & Mowe T2 hlexs Queetan
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Select the correct option
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All rovutine
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machine used by administrators for odministrative tasks should have following features
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©5206 - Information security { Quiz No.3)

TimaLeft

Quizstart Timre: 07.01 PM, 19 August 2022

Question # 5 of 10 { start time: 07:0713 PM, 18 August 2022)

Total Marks:

Fram which type of systems URL requests should be logged In order Lo identity potentially malicious octvily ®

Select the correct aption

Eoch of the crganization's system

Oif-site devices

On-mte devices

| Mabile deyites

EhCE 0 Save Armwer & Mowe T2 hlexs Queeton
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€5206 = Information Security {ouiztio.3) Quizstart Time: 07.01 PM, 19 August 2022

Question # 8 of 10 ( stort time: 0711:04 20, 19 August 2022 ) Total Marks::

Which peliey i recommended by doto profection cantral of cis tor mobile deviess ugags in on arganizmtion?

Select the correct aption
Mobile devices should not be allowsd

Employees should use anly persondl mobile davicss

Maobile devices are allowad for higher memagement only

Hardl elnve af makife devicss shouldl be eneryptad
dh

EhCE 0 Save Armwer & Mowe T2 hlexs Queeton
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€5206 = Information Security {ouiztio.3) Quizstart Time: 07.01 PM, 19 August 2022

Question #10 of 10 { start time: 07144 PM, 19 August 2022 ) Total Marks::

Tha dedieoted machire usad by administrators for odministrative tasks should have folowing featules

Select the correct aption
All routing operationol tunchicns can be performed on it

Izalated from degonization’s primary nebwork

Have mtemet access

_ |Emeil and Browsing faclity ovailoble

EhCE 0 Save Armwer & Mowe T2 hlexs Queeton



skp
Rectangle


- {W?’hﬂf QI 0858 PM, 19 August 2073 ]

P Boundary defense control of cis what shoult! be done with natwork traffic of Droxy?

[ Orypt ah



skp
Rectangle


711 B8 6 0 R 23 =l il GEE)

3 @& wvulmsvuedupksr + ()

Juestion # 2 of 10 ( Start time: 07:1116 PM, 18 August 2022 )

Belode depldping oy Haw devicss Ih o nebworkesl swvdionmsnt whil gshoulcl e dorss with paisworta®

ielect the correct option

Croohs vary srmoll passworas

Kesp ihe delaull posswors

Hamova the pooswords

Chiaregs e delfoul] posswoits

Ciiek- 1= Soue

1]
O
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Question # 3of10 ( Start time: 07:11:48 PM, 18 August 2022 )

Whilan of tha following toalt can ba ussd 10 anforce ooosss controls o dorg®

Selecl the correct option

|1 File integrity mardicosing soilition

| Sseutity Wformatinn and svent managemeant syslsm

I| HOAT - DO e OO0D XD RravEnior rl'.llF?]

s
| Netwoi-pass Intrusion deteclion sywkam

ek b=
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O
A
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C$205 - Information Security (Quiz No.3)

Question # 6 of 10 ( Start time: 07:08:19 PM, 19 August 2022)

Which cis control is described in this module?

oY

Wireless access control

O

Datd recovery capabllities

O

Boundary defenses

O

Malware defenses
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©5205 - Information Security (Quiz No.3) Quizstart Time: 07.01 PM, 19 August 2022
Question # 8 of 10 ( stort time: 071018 PM, 19 August 2022 ) Total Marks::

Az per molwore defense control why DNS query logging should be enabled=

Select the correct aption

anolyzs und Block inbound emaill attachmants with malgious behoaviar

To lawer the chones of sgocfed or modifisd emrviaiis from valid smail addresess

Continucusty monitar and detend organization’s servers and workstations

To detest hest-nams iﬁob@up for kniswn rmodicinus domeins

EhCE 0 Save Armwer & Mowe T2 hlexs Queeton
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What typse of rrachine should netwasrk adminigrators ues lar admintrotive tasks?

gpiect the correct option

leoiate Iram orgarization's prirvary network

Bmoll and browwaing loacllity avalfinble

Hove internet ecoass

Usad for compoaing docurments
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Whictt shiauld standard sscure Santiburatlon Images represants

Select the correct option

inrdensd verslons ol O% only

Default conflguratian varsion of 05 ony

fardened varsions of application installed on system anly
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Quoestion # 8 of 10 { Start time: D7:13:30 PM, 18 August 2022 )

As [P B priciiery phebarine corrtol of is Wiiclt abusule Bisf dors with ristwork trothe of promy’

Select the correct optlon

Bisok aill tha rabwork tramie

| Aliw ol trw netware troftic

| Umes piczokiet io allow occess (o ales without decrypiing

Denryp! all eoveryeles setwodl Uil phol to analydmg e contsat

i

]
O
A

|— SRE— S — T —— S— E S ———— SE———


skp
Rectangle


713 B8 (® 0O N B0= Ll

( @& wimsvuedupk/ + ([

| £5206 - Information Security (Quiz Ne.3) Quiz §ia

Question # & of 10 | Start time: 07:13:06 PM, 10 August 2022 )

From which type of syatems URL requesiz snould bo inggen in ormer to idsnsify, potentaly malomous aotiviey?

Chalio dovicea

Each ol [he e gosiotion’s syelaim

CHT - wite vz

kinbie geviras
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Quastion # 2 of 10 { Start time: 07:13:28 PM, 10 August 2037 )

A dhegls o WUTEIT CRC W PETsESrET an oorvyruatrmior QoooannT i oascEc o rérreons ey

Select the correct option

Haquire auparn oo rlgh
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CHI05 - information Security | Quirto.g) Quiz

Quoction & 3 .of 10 | Stost tirmm Gkl PM, B3 Augost 2507 )

Eoleet tho correot option
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i £5205 - Information Socurity (Quiz Na.3)

Question # 4 of 10 ( start time: 07:15:45 PM, 19 August 2022 )

Cooh RO Wilh Bdministrmtor aooount &R o b Alsorisad by

Select the correct option

Syuism adiminiatraior

SEDIQD SEoEUTive

Help—desk tecm

MGV CHImiNEGEraTon
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€5205 - information Security (Quiz No.3)

Question # 10 of 10 ( Start time: 07:16:11 PM, 18 August 2022 )

Which of the following cis critical contral is discussed in this module?

Select the correct option

Boundary defense

-,

Data protection
)

Malware delense
f’“\
-

Secure configuration tor network devices

1]
O
£\
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Select the corract option
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Select the carrect option
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