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Select the correct option

Web application tirswall
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Question # 1101 20 ( Start time: 12:16:08 AM, 30 January 2023 ) Total Marks: |
Which Dest procuces are (o e followead Tor applying securily patchss

Select the correct option

hetr2 should e 0 wolking lxac kg

All the undates are necessary toinstall and working bockup

All thie updates: ofe hecessary to install

& gead change cantral procedure and working bockup
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Question # 10 of 20 ( Start time: 12:15:39 AM, 30 January 2023 ) Total Marks: |
Which of tha tollowing function is parformed by IT operauon t@om in vulnerability manacgemant process?

Select the correct option

Trocics remediation timeling
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Question # 9 of 20 ( Stort time: 12:15:18 AM, 30 January 2023 )

Vhich activities ars carried out at stage | of ransformation modsl

Select the correct option

Take stock of the assats and priantize
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All af the giver

Apphy CIS/DNSA benchrmarks
o 12158M
1307483 | |
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How many TCP and UDP ports are scanned in a default scan?

s and 180 TCP ports
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Question # B of 20 ( Start time: 12:14:51 AM, 30 January 2023 ) Total Marks: 1
WIFRCH 180 12615 the DOLCHES In 126t envitonmant (h vulnerabiily managemeant process

Select the correct option
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Question # 7 of 20 ( Stort time: 12:14:24 AM, 30 January 2023 ) Total Marks: |

er loginscresn in NESSUE sconnerv

~=

Which screen s displayed immeorotely aft

Select the correct option

Dashboard

Vuinetabllity management screen
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Folicy compliance scresn
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l C5205 - Information Security (Quiz No.3) Quiz Start Time: 12:08 AM, 30 January 2023 |
I
Question # 6 of 20 ( Start time: 12:13:06 AM, 30 January 2023 ) Total Marks: |
Anthem insuronce breach 2014 wos initoled through?

Select the correct option

Man in the die ottock
PSR € 1]

Sql injection attack
Windows vulnesgiility
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| C5205 - Information Security (Quiz No.3) Quiz Stort Time: 12:08 AM, 30 Jonuary 2023 |

Question # & of 20 ( Start time: 12:13:06 AM, 30 January 2023 ) Total Marks: |
Anthen insurancs breach 2014 was initoted through?

Select the correct option

windows vulnerability

Phiishing email

SO ingaction aitack

Mon in the middle atiack
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Question # 5 of 20 ( Start time: 1212:40 AM. 30 lanuory 2023 )

Total Marks:

Select the correct option

Ask tot 3rd porty

Scanned with CamScanner


https://digital-camscanner.onelink.me/P3GL/g26ffx3k

Scanned with CamScanner


https://digital-camscanner.onelink.me/P3GL/g26ffx3k

& Whatsipp | [ Quiz x &+ R =TT

€ 5 C @ wimsvuedupk/Quiz/QuzQuestionaspxiver=1#0e3c0-fSel-49d3-317-8Bd14d0341b a2 a9 » 0@ :

st Apps 0 =) m o] ﬂ W 5 B EIYouTube _'ﬁ VULMS [26) CS810P Comp.. VU @& B Selier Recrinters Organizations New folder X 1337x SoyHuman »

Tirme Lelt
€208 - Information Security (Quiz No.3) Quiz Start Time: 12:08 AM. 30 January 2023
Question & 4 of 20 ( Stort time: 1221211 AM, 30 January 2023 ) Total Marks:
Ve of s | ot |

Select the correct option

VDS =

CVE i g at M

i o It f g .

Vs Pl T e

{

ot bapil ot bl gl

"_'.l" iy & |-|! DTy ] :l '_-'_,_ !
u F o VGV T INSEL L1

Scanned with CamScanner


https://digital-camscanner.onelink.me/P3GL/g26ffx3k

[- ~s L TR vunns.vL.eau.pi/Quiz/QuizQuestion.aspx?ver = 7dAfed 90-915¢-46 24-86b4-585091dd28ba

Question # 5 of 20 ( Start time: 12:11:29 AM, 30 January 2022 )

Which activities are carried out at stage | of transformation model?

Take stock of the assets and prioritize

\pply CIS/DISA Donchimorks
1
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||l Whot information we get from open TCP and UDP ports?

the correct option

Which OS is running on the host
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Quiz Start Time: 12:08 AM, 30 January 2023

Question # 3 of 20 ( Stort time: 12:10:06 AM, 30 January 2023 )

Total Marks: |

Whaot is the firat step In running a polley complionce scan thirouaf gualys?

Select the correct option

Build a pollcy

Configure autfentication

Acdld [P address {0 soon

Configure scon settings
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| CS205 - information Security (Quiz No.3) Quiz Start Time: 12:08 AM, 30 January 2023 |

Question # 2 of 20 [ Start time: 12:09:32 AM, 30 January 2023 ) Total Marks: |
Which types of piugins are supported by NESSUS scanner?

Select the correct option

WASP

| Sans and NIST

S and DISA
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Question # 3 of 20 ( Start time: 12:08:35 AM. 30 January 2023 )

Which screen is displayad immediately alter login screen in NESSUS scanner?
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WNhich one of the tollowlng |s considerad the tirst step in a vulnerability scan?

Select the correct option

Chacking If the jemore nost i

Firewaoll detection

Part scanaing

PIUDP zarvice delivery
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Juestion # 1 of 20 ( Start time: 12:06:46 AM, 30 January 2023 )

Which best proctices are to be followed for applying secutity patches?

orrect option

SOl procoedure and working Daokup
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Lontinuous monitoring feature of QULAYS s vary useful forp

Select the correct option

Checking complionce of CIS benchmarks
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Question # 19 of 20 ( Start time: 11:07:58 PM, 29 January 2023 )

Which screen is displayed immediately after login screen in NESSUS scanner?

Select the correct option

Vulnerability management screen
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n # 18 of 20 ( Start time: 11:07:34 PM, 29 January 2023 )

| Which team tests the patches in test environment in vuinerability management process?
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Question # 15 of 20 ( Start time: 11:06:18 PM, 29 January 2023 ) '

Which activities are carried out at stage 1 of transformation model?

Select the correct option

=i All of the given

1 Take stock of the assets and prioritze
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Question ¥ 14 of 20 ( Start time: 11:05:30 PM, 28 January 2023 )

e e —

Which of the following security practices come under *construction” function of software ¢

Select the correct option

Education & guidance, policy & complionce stroteqy & metnos

Threat assesament, vulnera ity m lI"{!l;]lj'-IHl,ll'\t peCunty tu:,!mg

Design review, code review, secunty testing
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~ Question & 13 of 20 ( Start time 1104 50 PM. 20 January 2023 )

Policy & compliance practice of *governance” function of software oss

wrance maturity model is focuses

Select the correct option
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How many TCP and UDP ports are scanned in a default scan?

Select the correct option

if-'-’h" ._.:'_:;. O ol elale -

e '

- r

N

NO ports are sconned DYy jafoult

L J

11900 TCP ports ond 180 UDF ports
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What information we get from open TCP and UDP ports?
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Which of the following are common vulnerability scanners?

Select the correct option

Nessus & ropid?

Openvas & qualys

&
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QUESTION W 19 OF 20 | Start Time” 1HDU A7 M, J8 Januvory JUL0 )

Which of the tollowing modules are displayed on homae screen of qualys trial version®

Select the correct option

1
Astsol revieow and administoation

Flle inteqrity monitoring

ViR Diity moriccyesrvs e e |

Threot protectio

u ’D T".’;}[* e 10 search t‘u ' mt . - - n q
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Which of the following policies NESSUS can scan for compliance?

Select the correct option

SEI guidelnes

NIST contriols

OWAPS Lo 10

LS banchrnan ki

HP Type Bere 1o search ”
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Question # 16 of 20 ( Start time: 10:58:13 PM_ 20 January 2023 )

Which tearn tests the patches in test environment in vuinerability management process?

Select the correct option
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Which of the following policies NESSUS can scan for compliance?

Select the correct option

SEI guidelnes

NIST contriols

OWAPS Lo 10

LS banchrnan ki

HP Type Bere 1o search ”
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QUESTION W 19 OF 20 | Start Time” 1HDU A7 M, J8 Januvory JUL0 )

Which of the tollowing modules are displayed on homae screen of qualys trial version®

Select the correct option

1
Astsol revieow and administoation

Flle inteqrity monitoring

ViR Diity moriccyesrvs e e |

Threot protectio

u ’D T".’;}[* e 10 search t‘u ' mt . - - n q

Scanned with CamScanner



https://digital-camscanner.onelink.me/P3GL/g26ffx3k

S SR L IR, S | T S, N T et 27 | B o R T T | N A T v W W NN T W ey —" I -_— ’ [}

Which of the following are common vulnerability scanners?

Select the correct option

Nessus & ropid?

Openvas & qualys

&
......
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What information we get from open TCP and UDP ports?
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How many TCP and UDP ports are scanned in a default scan?

Select the correct option

if-'-’h" ._.:'_:;. O ol elale -
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NO ports are sconned DYy jafoult
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11900 TCP ports ond 180 UDF ports
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~ Question & 13 of 20 ( Start time 1104 50 PM. 20 January 2023 )

Policy & compliance practice of *governance” function of software oss

wrance maturity model is focuses

Select the correct option
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Question # 15 of 20 ( Start time: 11:06:18 PM, 29 January 2023 ) '

Which activities are carried out at stage 1 of transformation model?

Select the correct option

=i All of the given

1 Take stock of the assets and prioritze
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Question # 19 of 20 ( Start time: 11:07:58 PM, 29 January 2023 )

Which screen is displayed immediately after login screen in NESSUS scanner?

Select the correct option

Vulnerability management screen

@

Policy compliance screen
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Scan screen Il
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€5205 - Information Security (Quiz No.3)

Quiz Start Time: 12:08 AM, 30 January 2023

Question # 3 of 20 ( Stort time: 12:10:06 AM, 30 January 2023 )

Total Marks: |

Whaot is the firat step In running a polley complionce scan thirouaf gualys?

Select the correct option

Build a pollcy

Configure autfentication

Acdld [P address {0 soon

Configure scon settings

1210 AM

130/08 | |
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Irwccdm(w&m:ms AM, 30 January 2023)
1.
[

||l Whot information we get from open TCP and UDP ports?

the correct option

Which OS is running on the host
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Question # 5 of 20 ( Start time: 12:11:29 AM, 30 January 2022 )

Which activities are carried out at stage | of transformation model?

Take stock of the assets and prioritize

\pply CIS/DISA Donchimorks
1
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Question # 9 of 20 ( Stort time: 12:15:18 AM, 30 January 2023 )

Vhich activities ars carried out at stage | of ransformation modsl

Select the correct option

Take stock of the assats and priantize

Estaplish o MSH

All af the giver

Apphy CIS/DNSA benchrmarks
o 12158M
1307483 | |
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Which of the tollowing tools are offered free by QUALYS?

Select the correct option

Web application tirswall
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Sentinuous monionng tecture of QULAYS isvery usehul for

Select the correct option
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What feature set QUALYS scanner offers?

;‘

the correct option
Not scalable
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# 13 of 20 ( Start time: 12:18:45 AM, 30 January 2023 )

pus monitoring feature of QULAYS is very useful for?
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Question # 20 of 20 ( Start tima: 12:20:42 AM, 30 January 2023 ) Total Marks: |

Which of tha | ‘|||_j:'.'|,.|"-\'_:| SBCUNTY DIGCUCES Cama Lndst  CONSIrucTion” Tuncuon o 20mware Gesurancea maoturty mode

Select the correct option

Deasign raview, code review, security testing
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Which of the following are common vulnerability scanners?

Select the correct option |
_ Nessus & rapid7/
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Which of the following tools are offered free by QUALYS?

Select the correct option

Weab application firewall
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