——*
J-_-ulnnu-nuw.nm u-nnmulfmnnnm

Fine Is one of th <=3
! e order for payment of compensation to

——————

Sl (e comvwcl opaiun - o

Court

O

Victim

Law Enforcement Agency

All
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Tt X 8wl 18 [ Siart time 17 T8.03 P 31 Bty 20171 ) Tkl Pirrk:

International Consensus Principles create a predictable
legal Environment as to remove barriers to
electronic authentication.

Selen (b posrect mplimn

Weak

O

Fragile

1Legal

None of the above
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e e e Toinl Fearun:

are essential because they frequently
comprises of critical patches to security holes.

Selemt ibw eoerect aptimn

System Software

O

Utility Software

Software Executable

Software Updates




’I " 2 Thursday, February 25
-/ Partlycloudy 22°C

Jurrtion & Tl 18 [ Simi vline 19 24:2% PR XS Frtwunry 20§10 ) Total M

ICANN stands for

Tedest 1hee =veresd mgmlan

International Corporation for Assigned Names and
© |Numbers

Inteinational Cooperation for Assigned Names and
© Numbers

Internet Corporation for Assigned Names and Nuihers

Internal Corporation for Assigned Names and Numbers
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Tms Mt

Which of the following is not a type of cyber crime?

Serbert Uhy oarrwul sption

Data Theft
o)

Electronic Forgery

Damage to data and systems

Installing antivirus for protection
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Juestion ¢ § ud 18| S sime 19 22,07 PM 25 Frbrasry 3301 )

Tiikmd Iy

.name gTLD is use for?

Selent the mwrer vt

O

For personal names

v’

For professionals

Unrestricted

For All of the above
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u &4 of V| et time V02218 PM, 25 Pebruary 2021 )

Tortmi ke

is of what can be accessed, published,

or viewed on the Internet.

Sl the eureel optem

O

Cyber censorship v

Cyber Bullying

Harassment

Spoofing
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»| /‘ . 2 " ‘Thursday, February 25
g Partly cloudy 22°C

Coetion (1 3 uf 10 [ Simrt toe 11.21:08 PA, 35 Februmry 2021 § Total Marks: |
How many new gTLDs are selected by ICANN (the Internet
Corporation for Assigned Names avd Numbers) on
November 16, 20007

252

19
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In addition to the basic gTLDs new gTLDs were added on

Tt 1her wemrrreml o | i

November 16, 2000 v
(o]

November 16, 2001

November 16, 2002

November 16, 2003
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Juestion # 3 of 10 ( Start time: 11:14:11 PM, 25 February 2021)

is designed to protect the organizational resources on the network.

select the comect option
Health Policy

O

Insurance Policy

O

I rPasswnrd Policy w

Mone of the given

Scanne d with CamScanner
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AT Vel IF ARRA
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RO s 1 B eca arf Trma PP WOFM 36 | wbruary 1T
Huasfim B P Fad 730 et pma (B0 1'._'!' i ) iy adai b o . - . TII|.L||H-I-I'J'|
Thereareabout _______ cyber offences defined in

Pekisten Ordinance No. LXXII or 2007 to make provision
for prevention of the electronic / cyber—crimes?

Selard Por agrrm! v

0

o

29

19
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Question & 10 of 10 [ Start gme: 1050 17 P, 75 Felsruary 2021 )

Policy of “how to respond diplomatically to cybel
incidences” comes under

Salect the correct option

Foreign policy
& ‘/

Defense policy

o . ———)

Cyber cens&éhip

Cyber terrorism
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ChElg i b8 X Bt Vlmrf Tiwm! 100 [ 2 febramre 2T
luquplh.r]f"iﬂ-.'lli!_i“:'i' B0 | ey BT . _T:'I‘:l-l.hl-l\h
| _ are essenticl because they frequently

comprises of critical patches to security holes,

Ll apk i rrect apie

System Software

o]

|utility Software

Software Executable

Software Updates “
o
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Hugalion @ Tl 12 1 st bma (2 0 U8 PM B | gbruaiy 2220 ) Tiiki| fards
Find out, select & uninstall all _
programs from your computer.

Lrlact fhs ceveet e

Useful

O

Pre-installed

Unwanted v
O

Utility

Scanned with CamScanner
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Questian # 9 of 10 { Start ime: 10:49:30 PM, 25 February 2031 ) T

Universities to group together to promote cyber security
education under the umbrella of the ?

Salect the cormect aption

- ITU
@]

'HEC
o, v

:Chamber of Commerce

All

Scanne d with CamScanner
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Issues such as protection of critical infrastructure &
response to computer emergencies fall under
strategy.

Lrlaut oy gvrmd dvioes

National cyber
o v

Cyber terrorism

Cyber censorship

'L‘yber criminal code
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() @ quizvu.edupk/QuizQue: () ©

BC200205777: AYESHA TARIQ 'I‘munBi

C5204.Quix MNo. 2 OQuex Start Teme 10 4] PM, 25 February 202

Question # 6 of 10 ( Start tma 10 46 30 PR 25 February 2021) Tetal Marks

How to react to various kinds of attacks is referred to as ?

Select the cormeet option

Defense Policy
] .ll"‘

Cyber Policy

Cyber censorship Policy

None

Chch 1= Saew Arwwer | Mowy B Mant Ousation

Scanne d with CamScanner



C5204 Cuiz Ho. 2 Crmz Start Thme: 1043 PM, 25 February 2021

Ouestion # 4 of 10 [ Start me: 10:45:16 PM, 25 February 2021) Total Marks: 1

is the method for keeping sensitive
information in email communication & accounts secure
against unofficial access, loss, or compromise.

Sefect the cormect option

Email Security v
%

Email Hacking

Email Protection

Email Safeguarding

i o Save Arwmwer | Move o Next Duestion
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()} @ quizvu.edu.pk/QuizQue: (3 ©

BE200205777: AYESHA TARIQ m

CS5204 Quiz No. 2 Dz Srart Time 10 41 PM, 25 Febuary 2021

Question # 1 of 10 | Start tima: 1044 49 P, 25 February 2021) Total Marks: 1
2 Cyber Criminals were arrested by FIA in on 13-sept-
2012.

—'.Bahawa]pur ¢ I
®

Sargodha

Karachi

'Lahore

Click to Save Answer § Moy 10 Mar! Question

Scanne d with CamScanner



Duestion ¥ 2 of 10 [ Start ma: 104478 PM, 25 Februsry 2021 )

Password policy is designed to protect the
resources on the network.

Select U correct option

Organizational «

'International

Organizational and International

None
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Questlon ¥ 1 ef 10 { Start time: 10:43:39 PM, 25 Februsry 2021)

Independent group of hackers with colorful names
an Indian or Pakistani website.

Salsct tha carract optlon

Defaces

v’

Secure

Elocked

None
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mmr!uﬂ!uruﬂhiﬂtlﬂﬂl !1'--1'?!! _I

The total number of ccTLDs reflected in the database of
the Internet Assigned Numbers Authority (IANA) Is

S S o - -
252 \ V
[ ]

255

258

261
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CEI Qe B 3 el Eaar Vs 10 XN PN P Frliam

Tommbions @ %l 03 ] Mo S N0l |00 PP, 25 Pyliamy DR | Tirlal &

The Convention on Cyber-crime is also known as?

Aalmc] e comec mp o

Budapes! Convention ¢
0

Council of Europe

Cyber-crime convention

'None of the above
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It is cr;trcn[ty rmportr:..nt to explore foctors delaying
investigation and ?

Lrlawt i crrecd area

Prosecution of cyber—crime offending
o - ’

Cyber Terrorism

Criminal Pata Access

None
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How to react to various kinds of attacks is referred to as ?

Trlaci Pr azvrecd Broem

Defense Policy
O

Cyber Policy

Cyber censorship Policy

None

Scanne d with CamScanner
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Swuliom § Tl DB [ Boawe s V0 D7 AT B PR B 1001 ) Tastal
An impediment to Evidence Discovery and Analysis is the
one factor which is responsible for?

Delaying investigation

Compensation

Reliable Security

All
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Chad Deesy W 7 Dﬂﬁﬂhlinm
Muestaan &5 o 8 | S W0 5 15 PR35S Melsuary TR0 ) T
IANA stands for

C——s

International Assigned Numbers Authority
o

Internet Assigned Numbers Authority ,
°

Internet Assembled Numeric Authority

Interactive Assigned Numbers Authaority

Scanne d with CamScanner
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The gTLD used for the entire aviation community is

S—— FE—

Lrlact g covemt BeTas

biz

O

.coop

.pro

Scanned with CamScanner
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Hiigslipm WL afF 107 Mas) fma 1 F is Tz Pl i Ferwmatw 0fi | | Tode| (arids

The fasic purpose of cyber of fences defined in Pekistan
Ordinance No. LXXII or 2007 to make provision for _____7

Prevention of the electronic / cyber crimes /
o

Control Unauthorized Interception

Enhanced Punishment for Cyber Of fences

Offences by Corporate [fody
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Question # 7 of 10 ( Start ime: 10:31:04 PM_ 25 February 2021 )

The percentage of Intentional attack by external hackers, criminals, termonists or adlivists is __

Select the comrect option

Sl N I TS I e ———— . e e e 0

59%

39%

49%

s e
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Question # 4 of 10 ( Start ime: 10.28 55 py_ 25 February 2021 )

It is critically i’npnrtun! 1o explore factors delaying investigation and E

(=S

LR w%lﬂ—-—b—_n-f‘ *

hl

Select the commect ophion
Prosecution of cyber-crime offending

0O

Cyber Terrorism

O |

|I Cnminal Data Access
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Question # 2 of 10 ( Start ime: 10:27:31 PM. 25 February 2(

The gTLD used for professionals is

B R . R TR el N ————

Select the comrect option
.aero
biz
| coop
1 O j
HI[ .
. | pro -
O |
im O Hi © whatsapp 3 Dovmiocads
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e - -— =

estion # 1 of 10 ( Start time: 10:26:58 PM. 25 February 2021

he allocation of Intemnet numbering resources and other services, ICANN performs the IANA functions undera___ ?

e --—-—ﬂ-w‘-—lqﬂ—-——l-f' " - -

dect the cormrect option

Canada Government contract

O | | :

France Gaovernment! contract

O

Japan Government contract

1

U S Government contract

Scanned with CamScanner



C5204:Quiz Na. 2 Ounir Stmrt Time 1

Question # B of 10 { Start ime: 10:20:43 PM, 25 February 2021)

Network Security Zones is comes under

Select the correct option

Logical Network Security Segmentation

O

Restricted Zone

Management Zone

All
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Questhon # 7 of 10 ( Stant teme: 10 20 19F
biz gTLD is use for?

Select the correct option
For the entire aviation community

IF Uf_bL_.ISI;ESS purpo;ES
&N J
I

For museums

e OF thé above




Question # T of 10 { Start tema 10:20:07 PO 25 Felbruary 2021 )

Countries are cooperating jointly in cyber security
issues,_____is very active in this regard.

Salert the correct option

United Arab Emirates

O

India

Asia

Ve

United Kingdom

Scanne d with CamScanner



Select the comect option
For pérsnnﬂ-l names

— E—

||For professionals

Unreat_fii:téd

|For All of the above v o
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Juestion # 1 of 10 | Swert ume: 10:15.40 PW, 25 February 2021 )

Which of the following is not done by cyber criminals?

Select the correct option

Unauthorized account access

O

Mass attack using Trojans as botnets

'Email spoofing and spamming

' Report vulnerability in any system ’

Scanne d with CamScanner
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In addition to the basic gTLDs new gTLDs were
added by Organization.

Taksc1 Msa carren setms

ICANN
0 -

ITUT

IETF

\EEE




AEINNTOAEAR HATHAL L] [IH L

CRT0 (i W T Dl Mo Tiiias @0 00 PRA T Polomay JET

Dharatliam # 7of 10 [ Soart v 90 88 Bd PO PR Pobaiaiy MAS § T ol lwtin

How to react to various kinds of attacks is referred
toas ?

Taket ey ywrrert mwtes

Defense Policy
o "

rCyber Policy

\Cyber censorship Policy

None
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_ is the anticipation of
unauthorized access or break to computers or data
by means of wireless networks.

b B ewre el -

\Wireless access

o
| Wireless security
o J ’
- \
Wired security
O

Wired device apps

Scanne d with CamScanner
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National cyber security forum does not perform the

~ |Lead ministry to publish a national calendar for
o holding cyber security seminars

—

Lead ministry to orgamize national cyber security
o |drills more than once annually

Lead ministry to run courses for parents to digitally
© 'monitor their children

|
Lead ministry to educate old people about cyber

o laws V
|
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is used to inspect the network traffic to identify the
signs of malicious activity and policy violations.

Seleci tha correct sptien

Event Logging
O
Packet Capture
O
Network Intrusion Detection and Prevention Systems
(0 }
 |Password Policy
e

O O ]

Scanne d with CamScanner



3 WhatsApp 8:12 PM

WhatsApp
. 1301 messages from 50 chats |

new gTLDs were added to the basic gTLDs.

Selec tha porrect sptien

Six

Seven
o \,

Eight

Nine
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[The is a security app by Microsoft which is a
built-in one into Windows OS that is designed to filter network
data from your Windows system & block harmful
communications or the programs which are initiating them.

Select the carrect option

Windows Security Essentials

O

Windows Firewall

Windows app blocker

Windows 10

> Click to Save Answer & Move to Next Question




Cs204 Current Past Pajpers

Mcqs

e Pure e commerce are
e Any four major types of e commerce.......

degital.....in nature

Four Major Domain on which E-Commerce Works
@Business-to-Business (B2B) Model
@Business-to-Consumer (B2C) Mode

IBConsumer —to-Business (C2B) Model

BConsumer-to-Consumer (C2C) Model

Crrhcrribho Enr Mara Calirfrnnc



Password are used to secure........ S e Cure I T
Infrastructure
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Punishjnent for cyber stalking....... Punishment:» 3Years» 3

Lac
e UNCITRAL stands for...united nation commission on international trade

law

e Th e FIA , ...has given complete and unrestricted control to arrest and

confiscate material

License is ..is description gien by the owner how to use property

e Any personwho contravengs the provisiop shall be punished in case of

Scanned with CamScanner



» Th e FIA y -..has given complete and unrestricted control to arrest and

confiscate material

I,Ll cense 1s ...is description gien by the owner how to use property
e Any personwho contravenes the provision shall be punished in case of

retention of traffic data,... Imprisonment for a term which
may extend to six months or with fine which may
extend to or with both.

e Compensation for the cyber crime from the court is...

e Cyber crime against pakistani women in 2016 is... Cyber Crimes
against Pakistani women » January 02, 2016 FIA cyber

1 ' e . Crrhcrriha BEneAMnro Snlitinne
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e Secure IT infraptructure zone is... Cyber Culture® Restricted Zone
=  Management Zone

e .. .%intentional attacks by emplyee or contractor

Scanned with CamScanner



AWARENEDDS FOR DSTAFKFEF AND
ORGANIZATION

Awareness learning needs to enter the 215 Century

- 49% Intentional attack by external hackers, criminals, terrorists or

activists.
~ 45% unintentional Error by Employees or Contractors.
~ 40% Intentional Attacks by Employees or Contractors.

~ 17% Third party suppliers or joint venture partners as a route

exploited by cyber criminals.
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A report was prepared by the... UNCITRAL

...experts on legal value of computer records

Q/A

1. what is two tier approach

Scanned with CamScanner



