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How to react to various kinds of attacks is referred to as?

Defense Policy

Policy for delegates attending the GGE conferences at the
UN, internet governance conferences & international
seminars comes under

Foreign policy

The policy that deals with “how to react to various kinds of
attacks” is

Defense policy

Download copy, extract data from an open system done Cyber-Crime
fraudulently is treated as

Universities to group together to promote cyber security HEC
education under the umbrella of the ?

The percentage of Intentional attack by external hackers, 49%

criminals, terrorists or activists is ?

Issues such as protection of critical infrastructure &
response to computer emergencies fall under
strategy.

National cyber

is description given by the owner on how to use
the property.

License

The ability of a court to exercise power beyond its

Extra Territorial

territorial limits refers to jurisdiction. Jurisdiction
The right, power, or authority to administer justice by Jurisdiction
hearing and determining controversies is referred to as?

NR3C provide on demand state-of-the-art electronic Local Police

forensic services and cyber investigative to support

The behavior of acquiring a domain name with the
intention of reselling to a third party which has a higher
perceived value for that name is referred to as?

Cyber squatting

The period of a warrant for disclosure of data Under
Pakistan Electronic Crime act 2015 issued under sub-
section (1) may be extended beyond if, on an
application, a Court authorizes an extension for a further
period of time as may be specified by the Court.

7 days

are essential because they frequently
comprises of critical patches to security holes.

Software Updates

Policy of “how to respond diplomatically to cyber
incidences” comes under

Foreign policy

Jurisdiction over cases Territorial Jurlsdlctlon Refers to
jurisdiction over cases arising in or involving persons
residing within a? sons residing within a defined territory
refers to

Territorial Jurisdiction

Provide timely |nformat|on to critical infrastructure owners
and government departments about threats, actual attacks

Computer Emergency

Response Team
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and recovery techniques is the responsibility of

There are about

cyber offences defined in Pakistan | 19
Ordinance No. LXXI1 or 2007 to make provision for
prevention of the electronic / cyber-crimes?
provides the rights of the owner of a name, symbol, | Trademark
and mark for protection to avoid consumer confusion.
Independent group of hackers with colorful names Defaces

an Indian or Pakistani website.

Which of the following is not a type of cyber crime?

Installing antivirus for
protection

Subject to provisions of cyber-crime Bill 2015 Act,
shall have the powers to have access to and inspect the
operation of any specified information system.

An investigation
Officer

Password policy is designed to protect the
resources on the network.

Organizational

Provision to own over a specific period of time is referred to | Copyrights
as?
A service provider shall, within its existing or required 90

technical capability, retain its traffic data for a minimum
period of?

Territorial jurisdiction Refers to jurisdiction over cases
arising in or involving persons residing within a?

Defined Territory

Members of Majlis-e-shura in shariah appellate bench of
supreme court of Pakistan works under

Supreme Courts

Which of the following is a goal that courts try to achleve?

All of the above

is the method for keeping sensitive
information in email communication & accounts secure
against unofficial access, loss, or compromise.

Email Security

Countries are cooperating jointly in cyber security
issues, is very active in this regard.

Asia

Defacing the government’s websites by the hackers of

Uncontrolled

enemy countries is called hacktivism

Which of the following is not done by cyber crlmlnals? Report vulnerability in
any system

There are types of Jurisdiction. 3

Find out, select & uninstall all programs | Unwanted

from your computer.

Continuous monitoring program provide?

Visibility into Current
Threats

International Strategy for Cyberspace is the Existing us
Strategies and Cyber-crime in which country?
Liaison with all relevant national and international NR3C

organizations to handle cases against the Cyber Criminals
is the responsibility of
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is the anticipation of unauthorized
access or break to computers or data by means of wireless
networks.

Wireless security

In dealing with cyber security issues there is no bilateral or
regional cooperation in region.

South Asia

Which Law is referred to provide protection to electronic
data with regard to the processing of electronic data?

Pakistan Data
Protection Act 2005

The Basic purpose of cyber offences defined in Pakistan
Ordinance No. LXXI1 or 2007 to make provision for ?

Prevention of the
electronic / cyber
crimes

One of the largest computer security ompanies,

,defines cyber crime as “Any crime that is committed using

a computer or network, or hardware device”.

Symantec Corporation

The is a security app by Microsoft which
is a built-in one into Windows OS that is designed to filter
network data from your Windows system & block harmful
communications or the programs which are initiating them.

Windows Firewall

Which of the following state courts has the authority to try
all cases, both criminal and civil?

Supreme Court

A tense situation among nation-states or organized groups
where unwelcome cyber attacks may result in retaliation is
termed as

Cyber dispute

Which of them is not a proper method for email security?

Click on unknown
links to explore

Network Security Zones is comes under ?

Logical Network
Security Segmentation

2 Cyber Criminals were arrested by FIA in
sept-2012.

on 13-

Bahawalpur

Jurisdiction over cases arising in or involving persons
residing within a defined territory refers to

Territorial Jurisdiction

is designed to protect the organizational
resources on the network.

Password Policy

What is the Fine of “Cyber Terrorism” Offense According
to Electronic Crime Bill 20077

10 million

Internet is owned by

No body owns internet

What is the Fine of “Defamation” Offense According to
Electronic Crime Bill 2007?

5 Lac

The first cyber regulation was evolved in the year

1966

Model laws on e-commerce and e- signatures were evolved
in

1996

Security procedures can:

Reduce but not
eliminates risks

What is hardware and/or software that protects computers
from intruders?

Firewall
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Amazon.com comes under the following model B2C
What floods a Web site with so many requests for service Denial-of-service
that it slows down or crashes? attack
What scrambles the contents of a file so you can't read it Encryption

without having the right decryption key?

Cyber Culture Language is

No Specific Language

Public key cryptography is also known as ---------------
cryptography?

Asymmetric

Cipher technique uses “shift by 3”
rule in encrypting the plain-text.

Caesar cipher

Which process can prevent data from lose due to computer | Backup
problems or human errors?
Who breaks into other people’s computer systems and Hackers

steals and destroys information?

In hybrid approach
session key and

key is used to decrypt
key to decrypt cipher text.

Private, session

Collecting personal information and effectively posting as Identity Theft
an other individual is known as the crime of
is the process or mechanism used for converting | Cryptography

ordinary plain text into garbled non-human readable text &
vice-versa.

Which of the following can a virus do?

None of the above

The method of hiding in such a way as to hide its
substance is called encryption.

Plain-text

A web site is being accessed by referencing a
that identifies the site.

Uniform resource
locator (URL)

In both ends must agree upon single
shared key for encryption and decryption of messages and
keep the key secret between them.

Symmetric encryption

Which of the following is an example of a cyber crime?

Spam Emails

Internet is owned by

No body owns internet

What is the process of making a copy of the information
stored on a computer?

Backup

The practice of forging a return address on an e-mail, so Spoofing
that the recipient is fooled into revealing private
information is termed?
Virus can reach to your computer in which way? All
What is "'I"" stands in CIA triad? Integrity
is @ means of storing & transmitting information | Cryptography
in a specific format so that only those for whom it is
planned can understand or process it.
Which one is a computer threat? Hacking

A Computer Virus is ...?

A Computer program
that can replicate it self
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A web site may be accessible through

All of the above

What is short for malicious software (is software designed
to disrupt computer operation, gather sensitive
information, or gain unauthorized access to computer
systems)?

Malware

What might identity thieves do with your identity?

All of the above

Most individuals are familiar with which form of e-
commerce?

B2C

What is an encryption system that uses two keys: a public
key that everyone can have and a private key for only the
recipient?

Public key encryption

Mechanism to protect private networks from outside attack
IS

Firewall

In the dimensions are physical in nature
and all transactions are performed off-line.

Traditional Commerce

All of these are suggestions for safe computing EXCEPT:

Open all e-mail
messages but open

them slowly
are the building blocks of the website. Web pages
Process of buying, selling or exchanging products, services | E-commerce
and information through computer networks is
called
Each electronic document on the web is called Web page
a :
security procedures can Reduce
The network formed by the co-operative interconnection of | Internet
a large number of computer networks is called
What is ""A" stands in CIA triad? Availability
A combination of physical and digital dimensions is known | Hybrid
as :
The trading or facilitation of trading in products or services | E-commerce

using computer networks, such as the Internet is termed as

Firewalls are used to protect against

Unauthorized Access

When plain text is converted to unreadable format, |t is
termed as

Cipher-text

E-Commerce is not suitable for

Online job searching

The Internet is

Network of networks

If cyber culture grows then those who are cut off from
cyber culture will feel

Isolated

programs are used as the back doors.

Trojan Horse

is a discussion or informational site
published on the World Wide Web consisting of discrete
entries typically runs by an individual or a small group.

Blog
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Which type of e-commerce focuses on consumers dealing ca2cC
with each other?
What software detects and removes computer viruses? Antivirus

What is an encryption system that uses two keys: a public
key that everyone can have and a private key for only the
recipient?

Public key encryption

In internet terminology IP means

Internet Protocol

When a customer of a website are unable to access it due to
bombardment of fake traffic, it is known as

Denial of Service
Attack

What is the most common tool used to restrict access to a Passwords
computer system?

The 1st law related to digital transaction in Pakistan was 2002
introduced in

All the legal and regulatory aspects of the Internet and its Cyber law
users are defined in the term

The offence of sending illegal electronic messages to any Spamming
person without the permission of the recipient is called

The Electronic Transactions Ordinance (ETO), 2002, was 43

the first IT-relevant legislation that consists of

sections.

A cyber attach in which a minor fraction of priced is added | Forgery
and taken to some other account is called

ICANN Uniform Domain Name Disputes Resolution Policy | 1998

was regulated in

The 1st law related to digital transactlon in Pakistan was 2002
introduced in

An E-business that allows consumer to name their own C2B

price for products and services is following which e-
business model?

Public key encryption uses multiple keys. One key is used to
encrypt data, while another is used to decrypt data. The key
used to encrypt data is called the key, while the key

public, private

used to decrypt data is called the key.

The trading or facilitation of trading in products or services | E-commerce
using computer networks, such as the Internet is termed as

How many sections are included in Electronic Transaction | 43

Ordinance 2002?

The imprisonment under section for violation of privacy
information is with fine of

7 years, 1 million

According to Electronic Crime Bill 2007 what is the 3 Years
imprisonment of “Criminal access” Offense?
According to Electronic Crime Bill 2007 what is the 3 Years

imprisonment of “Unauthorized access to code” Offense?

WhatsApp Contact: +92-345-3282256




Q\\'leé~

:. ‘?9

i NS — =

" TOA:

P 2
v »

What is the Fine of “Cyber Spamming” Offense According | 50,000
to Electronic Crime Bill 200772
Who protects system from external threats? Firewall
How Many issues are covered in Electronic Crime Bill 21

200772

The imprisonment under section for violation of privacy
information is with fine of

7 years, 1 million

According to Electronic Crime Bill 2007 what is the
imprisonment of “Criminal access” Offense?

3 Years

The term Cyber Law is refer to as the legal and regulatory
aspects of the and its

Internet, Users

Whoever with intent to harass any person uses computer,
computer network, internet, or any other similar means of
communication commits offence of

Cyber stalking
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